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(1) Lighting shall be equally
distributed on the face.

(2) The face from crown to the base
of the chin, and from ear-to-ear, shall be
clearly visible and free of shadows.
States use photographs in profile rather
than ear-to-ear to differentiate licensees
that are under the age of 21.

(3) Veils, scarves or headdresses must
not obscure any facial features and not
generate shadow. The person may not
wear eyewear that obstructs the iris or
pupil of the eyes.

(4) There must be no dark shadows in
the eye-sockets due to the brow. The iris
and pupil of the eyes shall be clearly
visible.

(5) Care shall be taken to avoid “hot
spots” (bright areas of light shining on
the face).

(f) Address of principal residence,
except individuals who satisfy one of
the following:

(1) If the individual is enrolled in a
State address confidentiality program;

(2) If the individual’s address is
entitled to be suppressed under State or
Federal law or suppressed by a court
order; or

(3) If the individual is protected from
disclosure of information pursuant to
section 384 of the Illegal Immigration
Reform and Immigrant Responsibility
Act of 1996.

(g) Printed information. The name,
date of birth, gender, card number, issue
date, expiration date, and address on the
face of the card must be in Roman
alphabet characters. The name must
contain a field of no less than a total of
39 characters for the full legal name,
and longer names may be truncated
following the standard established by
International GCivil Aviation
Organization (ICAO) 9303, ‘‘Machine
Readable Travel Documents,” Part IV,
Sixth Edition, 2005. The Director of the
Federal Register approves this
incorporation by reference in
accordance with 5 U.S.C. 552(a) and 1
CFR part 51. You may obtain a copy of
ICAO 9303 from the ICAO, Document
Sales Unit, 999 University Street,
Montréal, Quebec, Canada H3C 5H7, tel:
1-(514) 954—-8022; E-mail:
sales@icao.int. You may inspect a copy
at the Office of the Federal Register, 800
N. Capitol Street, NW., Suite 700,
Washington, DC.

(h) Signature. The card must include
the signature of the card holder. The
signature must meet the requirements of
the existing American Association of
Motor Vehicle Administrators
(AAMVA) standards for the 2005
AAMVA Driver’s License/Identification
Card Design Specifications, Annex A,
section A.7.7.2. This standard includes
requirements for size, scaling, cropping,

color, borders, and resolution. The
Director of the Federal Register
approves this incorporation by reference
in accordance with 5 U.S.C. 552(a) and
1 CFR part 51. You may obtain a copy
of these standards from AAMVA on-line
at http://www.aamva.org, or by
contacting AAMVA at 4301 Wilson
Boulevard, Suite 400, Arlington, VA
22203, tel. (703) 522—4200. You may
inspect a copy at the Office of the
Federal Register, 800 N. Capitol Street,
NW., Suite 700, Washington, DC.

(i) Physical security features, pursuant
to § 37.15 of this subpart.

(j) Machine-readable technology,
pursuant to § 37.19 of this subpart.

(k) Issuance date.

(1) Expiration date.

§37.19 Machine readable technology on
the driver’s license or identification card.

For the machine readable portion of
the REAL ID driver’s license or
identification card, States must use
PDF417 2D bar code standard, with the
following defined minimum data
elements:

(a) Expiration date.

(b) Holder’s name. The machine
readable portion of the card must have
at least 125 characters to permit capture
of the full name history, including full
legal name and all name changes.

(c) Issue date.

(d) Date of birth.

(e) Gender.

(f) Address.

(g) Unique identification number.

(h) Revision date, indicating the most
recent change or modification to the
visible format of the driver’s license or
identification card.

(i) Inventory control number of the
physical document.

§37.21 Temporary driver’s licenses and
identification cards.

States may issue only a temporary
driver’s license or identification card to
an individual who has temporary lawful
status in the United States.

(a) States must require, before issuing
a temporary driver’s license or
identification card to a person, valid
documentary evidence that the person
has lawful status in the United States,
as determined by DHS, and verification
of that status through SAVE.

(b) States shall not issue a temporary
driver’s license or identification card
pursuant to this section:

(1) For a time period longer than the
expiration of the applicant’s authorized
stay in the United States, or, if there is
no expiration date, for a period longer
than one year.

(2) For longer than eight years or the
State’s maximum driver’s license or
identification card term.

(c) States shall renew a temporary
driver’s license or identification card
pursuant to this section and
§ 37.23(b)(2), only if:

(1) The individual presents valid
documentary evidence that the status by
which the applicant qualified for the
temporary driver’s license or
identification card has been extended by
DHS, or

(2) The individual presents valid
documentary evidence that they have
qualified for another lawful status under
paragraph (a) of this section, and such
continued or new status is verified
through SAVE.

(d) States must verify the documents
an individual presents to establish his
or her temporary lawful status through
SAVE.

(e) Temporary driver’s licenses and
identification cards must clearly state
on the face of the driver’s license or
identification card in bold lettering, and
in the machine readable zone of the
driver’s license or identification card,
that it is temporary.

§37.23 Renewed and reissued driver’s
licenses and identification cards.

(a) General. Any driver’s license or
identification card that is renewed or
reissued between May 11, 2008, and
May 10, 2013 that is intended to be
acceptable by federal agencies for
official purposes must meet the
standards set forth in subparts A
through C of this part.

(b) State procedure. States must
establish an effective procedure to
confirm or verify an applicant’s identity
each time a REAL ID driver’s license or
identification card is renewed or
reissued, to ensure that the individual
receiving the renewed or reissued REAL
ID driver’s license or identification card
is the same individual to whom the
driver’s license or identification card
was issued originally.

(1) Remote/Non-in-person renewals
and reissuance. Except as provided in
paragraph (b)(2) of this section a State
may conduct a non-in-person (remote)
renewal or reissuance if the State
continues to retain the images or copies
of source documents presented by the
individual and used by the State to
issue the REAL ID driver’s license or
identification card, and no source
information has changed since prior
issuance.

(i) The State must re-verify
information from the images or copies of
the source documents used as the basis
for issuance of the original REAL ID
driver’s license or identification card at
each renewal and reissuance in
accordance with § 37.13 of this part.
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(ii) Any information that has changed
since prior issuance (such as name or
address) must be established through
presentation of an original source
document as provided in Subpart B, and
must be verified, or, in the case of
address, validated.

(iii) The process described in
paragraph (b) of this section applies any
time a driver’s license or identification
card is renewed or reissued for any
purpose.

(2) In-person renewals. States must
require holders of REAL ID driver’s
licenses and identification cards to
renew their driver’s licenses and
identification cards with the State DMV
in person, every other renewal cycle, or
at least once every 16 years.

(i) The State shall take an updated
photograph of the applicant, at least at
every other renewal.

(ii) The States must re-verify
information and source documents used
as the basis for issuance of the original
REAL ID driver’s license or
identification card, or must require the
individual to resubmit documents and
verify those documents.

(ii1) Holders of temporary REAL ID
driver’s licenses and identification cards
must renew their driver’s license or
identification card in person each time,
and present evidence of continued
lawful status.

Subpart C—Other Requirements

§37.31 Source document retention.

States must retain copies of the
application, declaration and source
documents presented under § 37.11 of
this part.

(a) States that choose to keep paper
copies of source documents must retain
the copies for a minimum of seven
years.

(b) States that choose to transfer
information from paper copies to
microfiche must retain the microfiche
for a minimum of seven years.

(c) States that choose to keep digital
images of source documents must retain
the images for a minimum of ten years.

(1) States currently using black and
white imagers must replace them with
color imagers by December 31, 2011.

(2) States using digital imaging to
retain source documents, must use the
AAMVA Digital Image Exchange
Program, or a standard other than
AAMVA that has interoperability with
the AAMVA standard, so that the digital
images are retained in electronic storage
in a transferable format.

(i) Photo images must be stored in the
Joint Photographic Experts Group (JPEG)
2000 standard for image compression, or
a standard that is interoperable with the
JPEG standard.

(ii) Document and signature images
must be stored in a compressed Tagged
Image Format (TIF), or a standard that
is interoperable with the TIF standard.

(iii) All images must be linked to the
applicant through the applicant’s
unique identifier assigned by the DMV.

§37.33 Database connectivity with other
States.

(a) States must maintain a State motor
vehicle database that contains, at a
minimum—

(1) All data fields printed on driver’s
licenses and identification cards issued
by the State, individual serial numbers
of the card, and Social Security Number;
and

(2) Motor vehicle driver’s histories,
including motor vehicle violations,
suspensions, and points on driver’s
licenses.

(b) States must provide to all other
States electronic access to information
contained in the motor vehicle database
of the State, in a manner approved by
DHS pursuant to this regulation. This
section does not intend to supersede
DOT requirements codified at 49 CFR
parts 383 and 384.

(c) Prior to issuing a REAL ID driver’s
license or identification card, States
must check with all other States to
determine if any State has already
issued a REAL ID driver’s license or
identification card to the applicant.

(1) If the State receives confirmation
that the individual currently holds a
REAL ID driver’s license or
identification card issued by another
State, the receiving State must:

(i) Take measures to confirm that the
person has taken steps to terminate, or
has terminated, the REAL ID driver’s
license or identification card issued by
the prior State.

(ii) Require the person to surrender
the REAL ID driver’s license or
identification card issued by another
State, unless the person signs a
declaration under penalty of perjury
pursuant to 28 U.S.C. 1746 stating that
the driver’s license or identification
card was lost or stolen.

(iii) If the person signs a declaration
stating that the driver’s license or
identification card was lost or stolen in
another State, the State receiving the
declaration must inform the State that
issued the driver’s license or
identification card that it has been
reported as lost or stolen.

(iv) The State that issued the driver’s
license or identification card reported as
lost or stolen must record that
information on its database and
terminate that driver’s license or
identification card upon notice from
another State.

Subpart D—Security at DMVs and
Driver’s License and ldentification
Card Production Facilities

§37.41 Comprehensive security plan.

(a) States must prepare a
comprehensive security plan for all
State DMV offices and driver’s license/
identification card storage and
production facilities, and submit it as
part of its application for certification.

(b) At a minimum, the security plan
must address—

(1) Physical security for the following:
(i) Buildings used to manufacture or
issue driver’s licenses and identification

cards.

(ii) Storage areas for card stock and
other materials used in card production.

(ii1) Reasonable administrative,
technical, and physical safeguards to
protect the security, confidentiality, and
integrity of the physical location and the
personal information stored and
maintained in DMV records and
information systems.

(2) Document and physical security
features for the face of the card,
consistent with the requirements of
§37.15, including a description of the
State’s use of biometrics, and the
technical standard utilized, if any;

(3) Access control, including the
following:

(i) Employee identification and
credentialing, including access badges.

(ii) Employee background checks, in
accordance with §37.45.

(iii) Controlled access systems.

(4) Periodic training requirements
in—

(i) Fraudulent document recognition,
approved by DHS, for appropriate
employees engaged in the issuance of
driver’s licenses and identification
cards.

(ii) Domain awareness training
including threat identification;

(5) Privacy policy regarding personal
information collected and maintained
by the DMV;

(6) Emergency/incident response
plan;

(7) Internal audit controls;

(8) The State’s standards and
procedures for safeguarding information
collected, stored, or disseminated for
purposes of complying with the REAL
ID Act, including procedures to prevent
unauthorized access, use, or
dissemination of applicant information
and images of source documents
retained pursuant to the Act and
standards and procedures for document
retention and destruction;

(9) Procedures to revoke and
confiscate driver’s licenses or
identification cards fraudulently issued
in another State;
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(10) An affirmation that the State
possesses both the authority and the
means to produce, revise, expunge, and
protect the confidentiality of REAL ID
driver’s licenses or identification cards
issued in support of Federal, State, or
local criminal justice agencies or
programs that require special licensing
or identification to safeguard persons or
support their official duties. These
procedures must be designed in
coordination with the key requesting
authorities to ensure the procedures are
effective and to prevent conflicting or
inconsistent requests. In order to
safeguard the identities of individuals,
these procedures should not be
discussed in the plan and States should
make every effort to prevent disclosure
to those without a need to know about
either this confidential procedure or any
substantive information that may
compromise the confidentiality of these
operations. The appropriate law
enforcement official and United States
Attorney should be notified of any
action seeking information that could
compromise Federal law enforcement
interests; and

(11) Other information as determined
by DHS.

§37.43 Physical security of DMV facilities.

(a) States must ensure the physical
security of locations where driver’s
licenses and identification cards are
produced, and the security of document
materials and papers from which
driver’s licenses and identification cards
are produced. State compliance with a
performance-based standard approved
by DHS will satisfy this requirement.

(b) States must describe the security
of DMV facilities as part of their
comprehensive security plan, in
accordance with §37.41.

§37.45 Background checks for covered
employees.

(a) Scope. States are required to
subject persons who have the ability to
affect the recording of any information
required to be verified, or who are
involved in the manufacture or
production of REAL ID driver’s licenses
and identification cards, or who have
the ability to affect the identity
information that appears on the driver’s
license or identification card (covered
employees), to a background check. The
background check must include, at a
minimum, the validation of references
from prior employment, a name-based
and fingerprint-based criminal history
records check, a financial history check,
and a lawful status check. States shall
describe their background check process
as part of their comprehensive security
plan, in accordance with § 37.41. This

section also applies to contractors
utilized in covered positions under this
paragraph.

(b) Background checks. States must
ensure that any covered employee or
prospective employee under paragraph
(a) of this section is provided notice that
he or she must undergo a background
check and the contents of that check,
before employment in a covered
position commences. For persons
employed in covered positions on the
effective date of this regulation, States
must complete the background check
described in this section prior to that
person’s participation in the issuance of
any REAL ID driver’s licenses or
identification cards that comply with
this part.

(1) Criminal history records check.
States must conduct a name-based and
fingerprint-based criminal history
records check (CHRC) using, at a
minimum, the FBI’s NCIC and IAFIS
database and State repository records on
each covered employee or prospective
employee identified in paragraph (a) of
this section, and determine if the
covered employee or prospective
employee has been convicted of any of
the following disqualifying crimes:

(i) Permanent disqualifying criminal
offenses. An applicant has a permanent
disqualifying offense if convicted, or
found not guilty by reason of insanity,
in a civilian or military jurisdiction, of
any of the felonies set forth in 49 CFR
1572.103(a).

(ii) Interim disqualifying criminal
offenses. The criminal offenses
referenced in 49 CFR 1572.103(b) are
disqualifying, if the applicant was either
convicted of those offenses in a civilian
or military jurisdiction, or admits
having committed acts which constitute
the essential elements of any of those
criminal offenses within the seven years
preceding the date of application; or the
applicant was released from
incarceration for the crime within the
five years preceding the date of
application.

(iii) Under want or warrant. An
applicant who is wanted or under
indictment in any civilian or military
jurisdiction for a felony referenced in
this section is disqualified until the
want or warrant is released.

(iv) Determination of arrest status.
When a fingerprint-based check
discloses an arrest for a disqualifying
crime referenced in this section without
indicating a disposition, the State must
determine the disposition of the arrest.

(v) Waiver. The State may establish
procedures to allow for a waiver of the
requirements of (b)(1)(ii) of this section
under circumstances determined by the
State.

(2) Financial history check. The State
must conduct a financial history check
on all covered employees and
prospective employees identified under
paragraph (a) of this section in a manner
consistent with the Fair Credit
Reporting Act. An employee’s financial
history shall be considered for
informational purposes by the States
only and shall not be considered a
Federal disqualifier.

(3) Lawful status check. The State
shall subject each covered employee to
a lawful status check through SAVE.

(4) Disqualification. If results of the
State’s CHRC reveal a permanent
disqualifying crime under paragraph
(b)(1)(i) or an interim disqualifying
offense under paragraph (b)(1)(ii); or the
results of the lawful status check are
unsatisfactory; the covered employee or
prospective employee may not be
employed in a position described in
paragraph (a) of this section.

(c) Appeal. An individual who has
been informed by the State that he or
she may not be employed in a covered
position as identified in paragraph (a) of
this section as a result of the
background check must be so informed
and provided the opportunity to appeal.
If a State determines that the individual
does not meet the standards for the
CHRGC, is not trustworthy based on the
financial history check, or does not have
lawful status in the United States based
on the lawful status check, the State
must so inform the employee of the
determination to allow the individual
an opportunity to appeal to the State.
Appeals based on the lawful status
check should be appealed to DHS.

Subpart E—Procedures for
Determining State Compliance

§37.51 Compliance—general
requirements.

(a) To be in compliance with the
REAL ID Act of 2005, 49 U.S.C. 30301
note, States must be meeting each and
every standard of subparts A through D
of this part, or have a REAL ID program
that DHS has determined to be
comparable to the standards of subparts
A through D. DHS will find that a State
is in compliance with REAL ID only if
the State’s certification submitted
pursuant §§ 37.55 and 37.57 of this part
establishes that all REAL ID driver’s
licenses and identification cards issued
by the State on or after May 11, 2008
will meet the standards required under
the REAL ID Act and this part.

(b) States must meet the requirements
of subparts A through D of this part no
later than May 11, 2008. In order to
satisfy this requirement, a State must
demonstrate compliance with this part
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by submitting a certification and the
documents specified in § 37.41 no later
than February 10, 2008.

(c) States must demonstrate continued
compliance by submitting a certification
and documents specified at § 37.57 of
this part as required by DHS.

§37.55 Initial State certification.

States seeking DHS’s determination
that its program for issuing REAL ID
driver’s licenses and identification cards
is meeting the requirements of this part,
must provide DHS with the following
documents and information no later
than February 10, 2008:

(a) A detailed narrative description of
the State’s program for issuing REAL ID
driver’s licenses and identification
cards, including a description of the
State’s exceptions processing under
§37.11(h), the State’s waiver processes
under § 37.45(b)(1)(v).

(b) The State’s Comprehensive
Security Plan under § 37.41.

(c) A letter from the Attorney General
of the State confirming that the State has
the legal authority to impose
requirements necessary to meet the
standards established by this part.

(d) A copy of all statutes, regulations,
administrative procedures and
practices, and other documents that
demonstrate the State’s implementation
program for this part.

(e) A certification by the Governor of
the State reading as follows:

I, Governor of the State (Commonwealth) of
__, do hereby certify that the State
(Commonwealth) has implemented a
program for issuing driver’s licenses and
identification cards in compliance with the
requirements of the REAL ID Act of 2005, as
further defined in 6 CFR part 37, and intends
to remain in compliance with these
regulations through [the last date of the
current year].

§37.57 Annual State certifications.

Prior to January 1 of each year, each
State must review its compliance with
this part and certify to the Department
of Homeland Security as prescribed in
paragraph (a) of this section.

(a) The certification must consist of a
Statement signed by the Governor of the
State, reading as follows:

I (name of certifying official), (position
title), of the State (Commonwealth) of __, do
hereby certify that the State (Commonwealth)
has continuously been in compliance with all
requirements of the REAL ID Act of 2005 as
further defined in 6 CFR part 37, since [the
first day of the current Federal fiscal year],
and intends to remain in compliance through
[the last date of the current year].

(b) States shall provide DHS any
changes to the information requiring
certification, at least 30-days prior to the
changes going into effect in the State.

(c) States shall supply the
comprehensive security plan under
§ 37.41 of this part and a quarterly
accounting of the State’s use of its
exceptions process, and the report
required by § 37.15(f)(1) to DHS as part
of the annual certification.

§37.59 DHS reviews of State compliance.

States’ REAL ID programs will be
subject to DHS review to determine
whether or not the State meets the
requirements for compliance with this
part.

(a) General inspection authority.
States must cooperate with DHS’s
review of the State’s compliance during
initial reviews, annual reviews, and at
any other time. The State must provide
any information requested by DHS,
must permit DHS to conduct
inspections of any and all sites
associated with the application and
verification process, manufacture, and
production of driver’s licenses or
identification cards, and must allow
DHS to conduct interviews of the State’s
employees or contractors who are
involved in the application and
verification process, manufacture and
production of driver’s licenses or
identification cards.

(b) Preliminary DHS determination.
After DHS reviews a State’s certification
and related documents, DHS will make
a preliminary determination on whether
the State has satisfied the requirements
of this part. If, after review, DHS makes
a preliminary determination, either that
the State has not submitted a complete
certification, or that the State does not
meet one or more of the minimum
standards for compliance under this
part, DHS will inform the State of this
preliminary determination.

(c) State reply. The State will have up
to 30 calendar days to respond to the
preliminary determination. The State’s
reply must explain what corrective
action it either has implemented, or
intends to implement, to correct the
deficiencies cited in the preliminary
determination or, alternatively, detail
why the DHS preliminary determination
is incorrect.

(1) The State must provide
documentation of corrective action.
Corrective action must be adequate to
correct the deficiencies noted in the
program review and be implemented on
a schedule mutually agreed upon by
DHS and the State.

(2) Upon request by the State, an
informal conference will be provided
during this time.

(d) Final DHS determination. If, after
reviewing a timely response by the State
to the preliminary determination, DHS
makes a final determination that the

State is not in compliance with this
part, DHS will notify the State of the
final determination. In making its final
determination, DHS will take into
consideration the corrective action
either implemented, or planned to be
implemented, in accordance with the
mutually agreed upon schedule.

(e) State’s right to judicial review. Any
State aggrieved by an adverse decision
under this section may seek judicial
review under 5 U.S.C. chapter 7.

§37.61 Results of compliance
determination.

(a) DHS will determine that a State is
not in compliance with this part when
it—

(1) Fails to submit the certification as
prescribed in this subpart; or

(2) Does not meet one or more of the
standards of this part, as established in
a final determination by DHS under this
section.

(b) A State shall be deemed in
compliance with this part when DHS
issues a determination that the State
meets the requirements of this part.

§37.63 Extension of deadline.

A State may request a deadline
extension based on the lack of a final
REAL ID regulation to guide its
implementation by filing a request with
the Secretary no later than October 1,
2007.

(a) The request for consideration shall
state that the State needs sufficient time
to consider the final rule and will not
otherwise be in a position to comply
with the final rule.

(b) The Secretary has determined that,
in the absence of extraordinary
circumstances, such an extension
request will be deemed justified for a
period lasting until, but not beyond,
December 31, 2009, providing that the
requesting State complies with the
requirements of this section.

(c) Any State receiving an extension
for expedited consideration shall submit
to the Secretary no later than six months
from the date on which the extension is
granted a Compliance Plan detailing
milestones, schedules, and budgets
allowing it to meet the requirements of
the final regulation.

(d) After the Compliance Plan is
submitted, the Secretary may require
such progress reports or other
information as the Secretary determines
to be necessary to evaluate the State’s
progress toward compliance by
December 31, 2009.

§37.65 Effect of failure to comply with this
part.

(a) After May 11, 2013, any driver’s
license or identification card issued by
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any State that DHS determines was not
in compliance with this part when the
driver’s license or identification card
was issued, is not acceptable as
identification by Federal agencies for
official purposes.

(b) If a driver’s license or
identification card issued when a State
was in compliance with these
regulations is renewed, the renewed
driver’s license or identification card is
acceptable by Federal agencies for
official purposes, only if the State is in

compliance with these regulations at the
time of renewal.

Subpart F—Non-REAL ID Driver’s
Licenses and Identification Cards

§37.67 Non-REAL ID driver’s licenses and
identification cards.

States that issue driver’s licenses and
identification cards that do not satisfy
the standards of this part after May 11,
2008, must ensure that such driver’s
licenses and identification cards—

(a) Clearly state, on their face in bold
lettering, as well as in the machine

readable zone if the card contains one,
that they may not be accepted by any
Federal agency for Federal identification
or other official purpose; and

(b) Have a unique design or color
indicator that clearly distinguishes them
from driver’s licenses and identification
cards that meet the standards of this
part.

Michael Chertoff,

Secretary.
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